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The integrated literature showed that online exposure to extremist
sites or videos:

Generally does not elicit positive emotional responses
(e.g., being empathetic to or in agreement with conveyed
messages or radicalized people) from people who are not
engaged in a process of radicalization.

However, some individuals —either because they lack a sense of
belonging to a social group or because they feel a cultural/linguistic
proximity to the person conveying the message— are more
vulnerable and may show an increased receptiveness to extremist
messages.

Tends to be associated with the adoption of radicalized
attitudes by individuals who may or may not be engaged in
a process of radicalization, regardless of the type of platform
(e.g., website, online discussion forum) or extremist ideas
(e.g., neo-Nazi or radical Islamist).

Online interaction with groups that have similar ideologies can
exacerbate extreme attitudes and negatively shape opinions about
other groups or communities that differ from one’s own.

When individuals with radicalized ideas are confronted by those who
have opposing views, their attitudes tend to become more radicalized.

Is linked to the adoption of extremist behaviors —online
(e.g., posting hate content) or offline (e.g., planning an attack,
joining armed groups) — among individuals who may or may
not be previously involved in a radicalization process.

Individuals actively seeking violent radical material online appear to
be at greater risk of engaging in violence than those who have been
unintentionally exposed to it. =



What is the key
take-home message?
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The Internet and social media play a role in the violent radicali-
zation process of some individuals. Online exposure to extremist
content, in conjunction with real-life factors, can influence or
facilitate decisions to join a hateful or violent extremist group,
to adopt violent extremist attitudes, or to act violently, particu-
larly among individuals who actively seek such content.

What are the most significant limitations
of the reviewed studies?
L
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Evidence-based best practice guidelines for practitioners are currently
being developed through a rigorous Delphi process

(www.rand.org/topics/delphi-method.html) in consultation

with the Canadian Consensus Guidelines Committee

(cpnprev.ca/canadian-consensus-guidelines-committee/)

and the International Consensus Guidelines Committee

(cpnprev.ca/international-consensus-guidelines-committee/).

In the meantime, CPN-PREV provides the following preliminary
recommendations for practice:

Build and maintain your trust relationship (or therapeutic
alliance) with your clients. Trust remains the key element.

Be interested in the online habits of your clients. Find out how,
when, and for how long they use the Internet and social media.
Ask:

Which sites and forums they visit.

How they react and respond to the content they consume.

What content they share, and how widely they share it.

What needs are being fulfilled by their use of the Internet/social media.

Avoid direct confrontations if you do not have a strong enough
therapeutic alliance and refrain from value judgements. If you want
to challenge the extremist views of your clients, do so while being
respectful and open. Avoid escalation of conflict.

Acknowledge that the grievances of your clients and their group may be
legitimate, even if their means are not.

Do not only ask questions to your clients about their consumption of
violent/hateful material; doing so may give them the impression that they
are being investigated. Ask questions about offline and non-radicalized
aspects of their lives.

Seek an open dialogue by asking interactive questions that help develop
your clients’ sense of agency and problem-solving skills.

Think about using non-formal settings to reduce wariness.


https://www.rand.org/topics/delphi-method.html
https://cpnprev.ca/canadian-consensus-guidelines-committee/
https://cpnprev.ca/international-consensus-guidelines-committee/

What are the implications for practitioners? (2/2)
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Useful links:
Join us at CPN-PREV: CPIIPIev.ca

» Access to this publication (via the journal portal):
https://content.iospress.com/articles/international-journal-of-
developmental-science/dev170233

» Youth and Violent Extremism on Social Media
— Mapping the Research:
http://unesdoc.unesco.org/images/0026/002603/260382¢e.pdf
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